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VI. IDENTITY THEFT

How can someone steal your identity? Identity theft occurs when someone uses your personal information such as your name, Social Security number, credit card number or other identifying information, without your permission to commit fraud or other crimes.

Identity theft is a serious crime. People whose identities have been stolen can spend months or years - and their hard-earned money - cleaning up the mess thieves have made of their good name and credit record. In the meantime, victims may lose job opportunities, be refused loans, education, housing or cars, or even get arrested for crimes they didn't commit.

Despite your best efforts to manage the flow of your personal information or to keep it to yourself, skilled identity thieves may use a variety of methods — low- and hi-tech — to gain access to your data. Here are some of the ways imposters can get your personal information and take over your identity.

How identity thieves get your personal information:
1. They steal wallets and purses containing your identification, credit cards and bank cards. 

2. They steal your mail, including your bank and credit card statements, pre-approved credit offers, new checks, and tax information. 

3. They complete a “change of address form” to divert your mail to another location. 

4. They rummage through your trash, or the trash of businesses for personal data in a practice known as “dumpster diving”. 

5. They fraudulently obtain your credit report by posing as a landlord, employer or someone else who may have a legitimate need for, and legal right to the information. 

6. They find personal information in your home. 

7. They use personal information you share on the Internet. 

8. They scam you often through email by posing as legitimate companies or government agencies you do business with. 

9. They get your information from the workplace in a practice known as “business record theft” by: (1) stealing files out of offices where you’re a customer, employee, patient, or student, (2) bribing an employee who has access to your files, or (3) “hacking” into electronic files. 

How identity thieves use your personal information: 

1. They call your credit card issuer and pretending to be you ask to change the mailing address on your credit card account. The imposter then runs up charges on your account. Because your bills are being sent to the new address, it may take some time before you realize there’s a problem. 

2. They open a new credit card account, using your name, date of birth and SSN. When they use the credit card and don’t pay the bills, the delinquent account is reported on your credit report. 

3. They establish phone or wireless service in your name. 

4. They open a bank account in your name and write bad checks on that account. 

5. They file for bankruptcy under your name to avoid paying debts they’ve incurred under your name, or to avoid eviction. 

6. They counterfeit checks or debit cards, and drain your bank account. 

7. They buy cars by taking out auto loans in your name. 

8. They give your name to the police during an arrest. If they’re released from police custody, but don’t show up for their court date, an arrest warrant is issued in your name. 

If you think your identity has been stolen, here's what to do now:
1. Under new legislation, the Fair and Accurate Credit Transaction Act of 2003, consumer only have to make one telephone call to receive advice and to set off a nationwide fraud alert, and protect your credit standing. Previously, you had to contact the fraud departments of any one of the three major credit bureaus to place a fraud alert on your credit file. The fraud alert requested creditors to contact you before opening any new accounts or making any changes to your existing accounts. As soon as the credit bureau confirms your fraud alert, the other two credit bureaus will be automatically notified to place fraud alerts, and all three credit reports will be sent to you free of charge.
2. Close the accounts that you know or believe have been tampered with or opened fraudulently. Use the ID Theft Affidavit when disputing new unauthorized accounts.
3. File a police report. Get a copy of the report to submit to your creditors and others that may require proof of the crime.
4.
File your complaint with the Federal Trade Commission (FTC). The FTC maintains a database of identity theft cases used by law enforcement agencies for investigations. Filing a complaint also helps them learn more about identity theft and the problems victims are having so that they can better assist you.

The Fair and Accurate Credit Transaction Act of 2003

On December 4, 2003 the Fair and Accurate Credit Transaction Act of 2003 was signed into law.  It is designed to ensure that all citizens are treated fairly when they apply for a mortgage or other form of credit.

The legislation provide consumers, companies, consumer reporting agencies, and regulators with important new tools that expands access to credit and other financial services for all Americans, enhance the accuracy of consumers’ financial information, and help fight identity theft.

The ACT of 2003 is designed to accomplish the following in improving the quality of credit information, and protecting consumers against identity theft.

· Gives you the right to your credit report free of charge every year. You will be able to review your report for unauthorized activity, including activity that might be the results of identity theft.

· Helps prevent identity theft before it occurs by requiring merchants to leave all but the last five digits of a credit number off store receipts. This is designed to make sure that slips of paper that most people throw away do not contain their credit card number.

· Creates a national system of fraud detection to make identity theft more likely to be caught.

· Establishes a nationwide system of fraud alerts for you the consumer to place on your credit file.  Credit reporting agencies that receive such alerts from you will now be obliged to follow procedures to ensure that any future requests are by the true consumer, not an identity thief posing as you the consumer.

· Requires regulators to devise a list of red flag indicators of identity theft, drawn from the patterns and practices of identity thieves.

· Requires lenders and credit agencies to take action before a victim even knows a crime has occurred.

You have worked hard to build up good credit histories and in society now you have to rely on your credit to move forward in life. An estimated 9.9 million Americans in 2002 were victims, according to the Federal Trade Commission.
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